
























Administration and Operations Committee

ERS IT Portfolio Report

January 18th, 2018

1



2

• Information Technology 5 Year Strategic Plan

• What’s Next

• IT Portfolio

• 2017 Year End Metrics (Appendix)

Agenda



IT 5 YEAR STRATEGIC 
PLAN 
(FY2018-FY2022)
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EMPLOYES’ RETIREMENT SYSTEM 
MISSION STATEMENT

“Administer the Plan as provided under the City Charter, 
maintain member records, pay the benefits to which members 
are entitled, and invest and manage the funds of the Trust in a 

prudent and vigilant manner.”

ERS-IT MISSION STATEMENT

“Enhance pension services through innovative technology 
solutions to provide superior customer service to members of 

the ERS, ERS staff, and the annuity and pension board.”



WHY HAVE AN IT STRATEGIC PLAN?

 Aligns the IT goals with the business needs

 Defines a path forward

 Creates team synergy while working towards defined goals

 Communicates the goals of the section to all stakeholders

 Manages and streamlines resource utilization

 Measure IT success/failures in a prudent manner



IT STRATEGIC PLAN FY2018-
FY2022

The IT Strategic Plan for 2018-2022 has a set of 
defined goals that align with the vision for the next 
5 years

For each goal there are tactical projects aimed at 
accomplishing those goals



VISION FOR 2018-2022
 The vision of the ERS Information Technology section over the next five 

years is to focus on the following six key areas:
 Security

 Continue to improve our security framework and eliminate breaches and protect 
the integrity of ERS data

 Customer Service
 Continue to strive to meet the needs of its customers both internal and external

 Innovative Solutions
 Working under the direction of management to collaboratively develop new 

tools, automation, software or processes that enhance the business operations at 
ERS 

 Staffing
 Balanced in-house capabilities with reliance on subject matter experts (SMEs) and 

contractors as appropriate, and build skills that serve the ERS’s environment

 Continuity of Operations
 Continue to enhance the Business Continuity Plan (BCP)

 Financial
 Meet financial goals within time and budget expectations



GOALS FOR 2018-2022

1. MERITS Infrastructure and Application 
Improvements

2. Improve Business Continuity/Disaster Recovery 
Objectives

3. Provide a balanced organizational structure to 
provide necessary expertise and ensure 
continuity of service

4. Enhance customer service for end-customers of 
ERS

5. Use technology to improve ERS business units 
(Members services, Investments, and Finance)



GOAL 1: MERITS INFRASTRUCTURE 
AND APPLICATION IMPROVEMENTS

 Vision Alignment
 Security
 Continuity of Operations
 Innovative solutions

 Key Projects / Initiatives
 SAN Replacement
 Network Re-architecture
 MERITS 2.0
 Continue MERITS Product Lifecycle Management 

(MPLM) – upgrades of IT software and hardware to 
meet requirements of vendor support



GOAL 2: IMPROVE BUSINESS 
CONTINUITY/DISASTER RECOVERY

 Vision Alignment
 Continuity of Operations

 Key Projects / Initiatives
 Conduct regular DR and BCP tests

 Assess backup strategy and implement 
improvements if possible

 Network Re-architecture

 SAN Replacement

 Enhance security awareness training



GOAL 3: BALANCED ORGANIZATIONAL 
STRUCTURE  

 Vision Alignment
 Customer Service

 Staffing

 Financial

 Key Projects / Initiatives
 Continue utilizing a rotating support plan

 Provide training to staff, including encouraging staff to achieve 
and maintain IT certifications



GOAL 4: EVALUATE CUSTOMER SERVICE AND SECURITY OF 
INFORMATION TO PRODUCE A REPORT FOR 
RECOMMENDATIONS 

 Vision Alignment
 Customer Service

 Innovation

 Key Projects / Initiatives
 Complete Responsive Design for cmers.com and 

MSS

 Update ERS Phone System in collaboration with 
member services



GOAL 5: USE TECHNOLOGY TO MEET 
BUSINESS NEEDS AND ENHANCE SECURITY

 Vision Alignment
 Innovation
 Customer Service
 Security

 Key Projects / Initiatives
 Create an Intranet 
 Create a vendor management module to MERITS application 

for better control/secured access
 Enhance Web conferencing capabilities



CONCLUSION

The IT Strategic Plan:

 Continues to provide excellent and responsive service to all its 
customers (internal and external)

 Remain proactive in protecting data using the latest tools and 
techniques available, including monitoring, reporting and 
validating

 Build skills within the department needed to maintain the IT 
infrastructure

 Ensures the ERS and it’s sponsors that sensitive information is 
protected and meets the security policies of the agency.



EFFORT PROJECTIONS BY 
CATEGORY
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FINANCIAL CONSIDERATIONS 
(ESTIMATE)
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QUESTIONS?



WHAT’S NEXT…

 Security Awareness Training for ERS Pension and Annuity Committee and Board 
members (February)

 Continue current IT projects and tasks in process

18



APPENDIX
2017 IT METRICS
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COMPLETED PROJECTS 2017:

Projects  Estimated
Hours

Actual
Hours

Hours  Variance 
= Estimates ‐ Actuals 

Budgeted 
Amount

Within 
Budget

BAA / PAP Optimization 4343 3,129 1,214 N/A N/A
MAM Struts 2 Upgrade 1313 967 346 $33,418 Yes ($33,294)
HCP Optimization 1406 958 448 N/A N/A
2017 Desktop Rotation 193 262 ‐69 $34,425 Yes ($34,213)
CMERS.com Upgrade & Redesign 146 150 ‐4 $22,080 Yes ($18,600)
Member Education Videos – proof of concept 183 67 116 $2,500 Yes ($1,889)

Total Projects 7,584 5,533 2,051 $92,423
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Hours and Budget Reconciliation

“N/A” – No external vendors, hardware or software required.



COMPLETED ACTIVITIES 2017:

21

Hours and Budget Reconciliation

“N/A” – No external vendors, hardware or software required.

Activity Estimated 
Hours

Actual 
Hours

Hours Variance 
=Estimated - Actual

Budgeted 
Cost

Within 
Budget

FileNet P8 Patching 90 87 3 $13,330 Yes ($13,330)

Websphere Server Patching 115 81 34 $10,212 Yes ($7,992)

VMware vSphere Upgrade 100 73 27 N/A N/A

DR Test (IT Only) 120 68 52 N/A N/A

Printer Maintenance Contract 80 65 15 N/A N/A

Install Print Monitoring Software 60 58 2 N/A N/A

Upgrade Network Firmware/OS 90 48 42 N/A N/A

IT General Controls Audit 80 39 41 N/A N/A

BCP Test 40 17 23 N/A N/A

Total Activities 775 535 240 $23,542



2017 – IT TEAM EFFORT BY CATEGORY
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Descriptions:

Improvements / Upgrades: Includes application and 
infrastructure upgrades such as optimization, updates to 
the application, projects such as the FileNet upgrade,  
upgrades of the VMware Hosts, desktop rotations, 
upgrades of network equipment and software, etc.

Maintenance: Includes application and infrastructure 
maintenance activities such as bug fixes, windows 
operating system patching, DNS and IP review and 
cleanup, disk space management, etc.

User Support: Includes assisting users with issues and 
questions related to the application as well as other 
hardware/software issues, and working with agencies 
related to contribution reporting

Disaster Recovery: Includes working with our backup and 
recovery environments, maintenance and upgrade of the 
equipment at the remote office, and the execution of 
disaster recovery and business continuity tests

Audit: Includes activities performed in conjunction with our 
internal and external auditors

Administrative: Includes administrative tasks performed by 
IT staff such as process updates, updates to the website, 
development of support plans, SPI documentation, 
reporting, etc.



APPLICATION TICKETS ACTIVITY IN 2017

A total of 122 tickets were opened for enhancements/fixes; 
Overall, staff has closed more tickets this year than were opened.

• Closed - 128
• Canceled - 2



INFRASTRUCTURE TICKETS ACTIVITY IN 2017
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A total of 67 tickets were opened for Infrastructure related tasks
50 were for upgrades, disaster recovery, and improvements
17 were for maintenance activities

• Closed - 67
• Canceled - 2



2017 BATCH JOBS… 
 A total of 6,369 application batch jobs were run in 2017:

 5,827 completed successfully
 6 failed and were successfully remediated (no critical jobs failed)

 Examples of batch jobs:
 Payroll
 Reports for users
 Monthly COLA job
 Wage and contribution reports
 Eligibility reports for retirement
 Open enrollment
 Interest posting
 Health care policy updates
 Tax updates and 1099 reporting
 Member statements
 Actuarial extracts
 Work queue reports
 Disability reports
 Ad hoc reports 25



2017 UPTIME 

Amazon = 99.9995% (3 outages)
Google = 99.9989% (1 outages)

ERS = 99.9998% (1 outage) vs IBM = 99.9733% (1 outages)
Microsoft = 99.9995 (21 outages)
RackSpace = 99.9896 (11 outages) 26

99.9965

99.997

99.9975

99.998

99.9985

99.999

99.9995

100

ERS Uptime Percentage 2017



Portfolio as of January 1, 2018
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G 75% 1 S Social Engineering Audit @ Reid Testing staff's resistance to phishing. G2 IP Y 12/1/17 12/31/17 60 45 15 $9,600 $6,500 $3,100
G 20% 2 H 2018 Network Re‐Architecture Benedict Create a more resilient network with all 

gear under support.
G7 IP Y 10/11/17 7/31/18 642 317 325 $381,618 $452,676 ($71,058)

G 75% 3 L IT Strategic Planning @ Reid Create a 5 year plan for IT G1 IP N 5/15/17 8/31/17 100 100 N/A N/A N/A
G 75% 4 M Altiris Upgrade Raynal Software tracks our IT assets G6 IP Y 6/6/17 2/9/18 657 218 439 $4,500 $4,500 $0
G 46% 5 L Struts 2 Upgrade (functional areas 

besides MAM)
Manchu Software development upgrade all 

functional areas but MAM.
G7 IP Y 10/17/16 8/15/19 11,438 4,226 7,212 $730,290 $201,469 $528,821

G 65% 6 L OSC Optimization Manchu MERITS optimization & clean‐up of 
Optional Service Credit

G7 IP N 5/4/17 4/12/18 1,331 853 478 N/A N/A N/A

G 29% 7 L CAD/CAR/GL Optimization Manchu MERITS optimization & clean‐up of Cash 
Dispersements, Cash Receipts, and 
General Ledger

G7 IP N 10/6/17 12/27/18 1,738 356 1,382 N/A N/A N/A

G 10% 8 S Video Conferencing Options John Investigate our video conferencing 
options

G7 IP N 12/1/17 2/15/18 80 3 77 $2,000 $0 $0

Pipeline Projects (Next 6 months)
Build & Deployment Process Review (Manchu)
Phone Replacement (Zaffiro)

On Target ‐ No Significant Issues NS OH = On Hold @ = Activity (no charter)
IP = In Process C = Completed

    Special Note:  Struts 2 Upgrade costs are part of the 3‐year HP maintenance contract.

Completed Projects & Tasks in Last 12 Months Finished Hours / $ Spent Hours / $ Spent
Physical Inventory @ (Rogers) 12/20/2016 10 hrs / $265 BAA / PAP Optimization (Manchu) 3,129 hrs / N/A
FileNet P8 Patching @ (Manchu) 1/7/2017 87 hrs / $13,330 DR Test (IT Only) @ (Dugan) 67.5 hrs / N/A

1/25/2017 967 hrs / $33,294 Install Print Monitoring Software @ (Xiong/Zaffiro) 57.7 hrs / N/A
5/8/2017 269 hrs / $39,520 Upgrade Network Infrastructure Firmware @ (Benedict) 48 hrs / N/A
5/19/2017 67 hrs / $1,889

Websphere Server Patching @ (Manchu) 5/26/2017 81 hrs / $8,762
VMware vSphere Upgrade @ (Raynal) 6/15/2017 73 hrs / N/A

6/20/2017 39 hrs / $13,320
6/21/2017 64.5 hrs / N/A

100 Meg Femrite Cutover @ (Xiong) 1/5/2018 18.5 hrs / N/AIT General Controls Audit @ (Reid)
Printer Maint. Contract @ (Zaffiro)

Green =

Project cannot move forward as planned without management attention or approval.
On Watch List – Issues Being Addressed

Finished

Yellow =
Red =

= Not Started

9/22/2017

7/11/2017
7/7/2017

2017 Desktop Rotation (Powell)
MAM Struts 2 Upgrade (Manchu)  9/21/2017

CMERS.com Upgrade & Redesign (Zaffiro) 11/13/2017 149.75 hrs / $18,600

Member Education Videos [POC] (Zaffiro) BCP Test @ (Siddiqui) 9/28/2017 17 hrs / N/A
HCP Optimization (Manchu) 10/2/2017 958.3 hrs / N/A



Organizational/Personnel Update 
Administration and Operations Committee

Thursday, January 18, 2018 

• ERS is working with DER to fill the following  vacancies: 
Pension Accounting Manager, Accounting Assistant I, 
Database Administrator and Records Technician II.

• DER is working with ERS to reclassify the Pension 
Accounting Specialist position.

• Daniel Gopalan was hired as ERS Chief Financial Officer. 
Vamsidhar Lolugu was hired as ERS Software Developer.
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